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“Cyber threats collectively now exceed the 
danger of physical attacks against us.  This is a 
major sea change for my department and for 

our country’s security.”

DHS Secretary Nielsen

Cyber Risk Management
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• Coast Guard Cyber Strategy
- Three Strategic Priorities:

1. Defending Cyberspace

2. Enabling Operations

3. Protecting Infrastructure 

Cyber Risk Management
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• CG-5P Policy Letter 08-16

– Reporting Suspicious Activity & Breaches of Security

Cyber Risk Management

• Criteria for reporting Bos and/or SA for both 

physical & cyber related events

• SA: Large, Sustained cyber attacks in an 

apparent attempt to exploit them

• Reports to the NRC

• National Cybersecurity & Communications 

Integration Center (NCCIC)

• Cyber incidents only, do not involve 

physical or pollution effects
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Cyber Risk Management

• “Draft” Cyber NVIC – Guidelines for Addressing Cyber 
Risks at MTSA Regulated Facilities

– Guidance on incorporating computer systems & networks 
into FSAs & FSPs

– Clarifies 33 CFR 105 & 106

– 200+ comments on draft NVIC

– Currently under review
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Cyber Risk Management

• Cybersecurity Framework Profiles

– Customize the National Institute of Standards & 
Technology (NIST) Cybersecurity Framework. 

– Voluntary, non regulatory
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Cyber Risk Management

Cyber Awareness Training
- 101 level awareness training 

- Familiarity of cyber terms/issues 
in MTS

- Tailored to AMSC audience

- Available for all audiences
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Cyber Risk Management

• FAA Reauthorization Act
– “Develop & Implement a Maritime Cybersecurity Risk 

Assessment Model to evaluate current & future 
cybersecurity risk that have the potential to affect the 
MTS or would cause a TSI.”

– Facility & Vessel Security Plans to include detecting, 
responding to, and recovering from cybersecurity risks 
that may cause a TSI

• AMSC Cyber Subcommittee 
National Meetings
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Cyber Risk Management

Strategy:
• IMO/SOLAS instruments and industry initiativesVessels

• MTSA authority and industry initiativesFacilities

Commercial Vessels
Office of Design and Engineering (CG-ENG)

End Goal:

Implement a cyber risk management regime based on corporate 

governance and leveraging existing safety management systems.



Standards 
Development

•Appropriate standards will follow the 
Guidelines for  Cyber Risk Management 
(MSC/FAL Circ. 3)

Incorporation

of CRM

into SMS

•Company selects an appropriate 
standard and incorporates those 
practices into their SMS

Review of

SMS by RO

Recognized Organization (RO) 
reviews SMS during annual review

New DOC 
issued

New DOC is issued in accordance 
with MSC Resolution 428(98) prior 
to 1 January 2021

Evaluation

during 

SMS audits

SMS audits will provide feedback and 
verification

Clear path to compliance:

MSC Resolution 428(98) 

Maritime Cyber Risk Management in 

Safety Management Systems
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MTS Cyber Threats

• Industrial Control Systems 
– Policies & Protocols

– Built for Safety not Security

• 3rd Party Vendors

• Open/Default Passwords 

• AIS & GPS Spoofing

• Spear Phishing
– Malware

– Ransomware

• Insider Threat
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DHS NCATS

Email: ncats_info@hq.dhs.gov
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Resources

• CG Maritime Commons

• CG-FAC-1 Website

• ENG Website

• Homeport


